| Edit Virtual Webserver

Name: | Externer Zugriff Active Sync |

Interface: |Internet (Address)
Type: Encrypted (HTTPS)
Port: |443 |

[] Redirect from HTTP to HTTPS

Certificate: .

Domain:

|Real Webservers L

[/] Interner Exchange Server enabled | Edit Real Webserver

[] owWaA Zugriff intern dizsbled
Mame: | Interner Exchange Server |

Host | § Host-EX |-+
Type: |Encrypted (HTTPS)
Firewall Profile: FF - Exchange ActiveSync Bort: I443 -|
Comment: |
. Comment: |Internal Webserver fusr OWA -MW |
= Advanced

| = Advanced

[] Disable Compression Support
[ Rewrite HTML
[ Pass Host Header

[| Enable HTTP keepalive
Timeout 300 |

of Save ¥ Cancel +/ Save X Cancel



| Edit Firewall Profile

Edit Exception List

Name: |FP - Exchange ActiveSync |

[ Pass Qutlook Anywhare

Mode: |Reject

] common Threats Filter
[ cookie Signing

] URL Hardening

[ Form Hardening

V] Antivirus

Mode: |Dual Scan
Direction: |Uploads and Downloads
[¥] Block unscannable content
[ Block clients with bad reputation
Comment: | Profil fir die Active Sync Einstellungen |
« Save 3 Cancel

For all requests

Mame: OWA Ausschlisse

Skip these checks

¥ cookie Signing

# urL Hardening

[] Form Hardening

[] antivirus

[ Block clients with bad reputation

Skip these categories
[ Protocol Violations
[] Protocol Anomalies
O Request Limits

L1 HTTP Palicy

[] Bad Robats

[ Generic Attacks

[] saL Injection Attacks
[ xss Attacks

[] Tight Security

[] Trojans

] outbound

| Virtual Webservers

‘ [/] Externer Zugriff Active Sync enabled

| Edit Authentication Profile

Mame: |RP - Active Sync |

|web requests matching this path ¥ Delete Frontend mode: |Basic
| Paths + i Frontend realm: | Threbase |
T Microsoft-Server-ActiveSync® Backend made- |Basi[:
O iowar .
T e Users | Groups = .a'n .[b

[ Please select :

Comment: |

| = Advanced

] Never change HTML during URL Hardening or Form
Hardening

o Save ¥ Cancel

Site Path

T 4o ADS Group - Active Sync Benutzer

Comment:

| Advanced




| Edit Site Path Route

Mame: |f |

Virtual Webserver: Externer Zugriff Active Sy| « |
Path: |/ |
Reverse Authentication: |- No Profile -

| Real Webservers

1 @ Intermer Exchange Server enabled

[ ] owWA Zugriff intern dizsbiad

Comment: |

| B Advanced

[ | Enable sticky session cookie
L] Enable hot-standby mode

«f Save X Cancel

—l



